e O 




ATSA- 







Constitution 
Fourth Amendment 



1 



O </> 



in 

2 in Si 

• o ! 

2-ig « 
© ® ® 
n T3 -Q 

+■• c co 

C CO C 

- - o 
©(/)</) 

3 S g 

O CL ^ 
© CO c 
</) Q. 3 



O 



Operation Shamrock: 1945-1975 




UNCLASSIFIED//FCR OFFICIAL USE ONI 



UNCLASSIFIED// f 



oo 

1^ 

o> 



I 

CO 

O) 



v- 

CC < 

c ^ 




0 

CD 

« 

1 



h- 



a> 

~0 (/) 

0) s_ 

3 *2 

</> .12 
c </) 
o ns 

o (/> 
o. ns 

w = 

— ; re 

2 .s* «> 
° 1 S > 

sis 

HI 




UNCLASSIFIED//FCR OFF 



UNCLASSIFIED//! 




UNCLASSIFIED//FGR OFFICIAL 



Results of Church Committee and 

Other Investigations 







C/) 

mwmm 

s 

05 

00 

0 

0 





a> 

> 

• MB 

3 

O 

0 

X 

Hi 



0 ) 

35 

0 



c 


> 


o 


O 


to 


O 


0 


> 




IM 


■ 




(0 

■ 


to 


D 


“5) 


O 


0 


O) 


TJ 


£ 


C 


■ Ml 


0 


J2 


0 


0 


> 






</> 


3 


0 


a 


^ c 


0 


■§ -2 


X 

LU 


8 2 
o E 


0 




0 


a o 


0 


o £ 


5 



o 

LJ 

o 

lI 

L_ 

o 

cc 

o 

L_ 

Q 

LU 



(O 

CO 

< 



O 



Congressional/Executive 
Response to 1C Abuses 








"O 


0) 


c 


“U 


<0 


6 


<2 </> 


0) 


C m 

o E 


> 

■ MM 






<0 "D 


3 


— o 


O 


5, o 


0) 


S> o 


X 


0) kl 


LU 


Qi Q. 


■ 


■ 



> 

VL 

o 

LJ 

CO 

13 

-J 

<t 

O 

lI 

L_ 

o 

ci 

o 

L_ 

Q 

LLJ 

LL 

c o 
to 
< 



o 




Minimization Procedures 



UNCLASSIFIED//F 







■go 

Y<f> 



CO t 
tA ^ 



CD O 

-hO 

3 o 
0*0 

£ c 
_ rc 

-q = 



O 3 
OCO 
c 



CD 



J2 o 
= c 

CD O 



0) 



a> 

o 



> 0)C 



3 = is 



(/) 0) “ 
oc5 

c ^ 



C 3 



osw 



o 



LL (/> 



a> 



§i 

28 



(0 



(/) 



(0 



(A 



-Q-= 



— O 



ns 



U) 



O m 

<0 a> 
^ o 
c 
a> ro 



ns 



a> 

w w-o 
cd o ns 

■='E 2 

o-2-S 

2 o !! 
„ a> o 

< a> w 

Li. U = 

2 -o£ 
£ c 
o c 
£o~ 

n O 0) 
-O’ 4 - 1 J= 

-go~ 
C“E 

o o 

£~ 
m ^ 

<A o 

< 8 



Q 

(A 



O 

(A 



a> 

Q. 






>■ 

_j 



d.. 

o 



LJ 

03 

13 

_J 

<c 

o 

iZ 

LL 

CD 

tt 

CD 

Ll 



Q 

LLJ 

LJ_ 

CO 

CO 

< 



o 



FISA 

Electronic Surveillance 



0 

0-0 

Q*55 



03 ^ 



O CO 



■ ^ o 
c o 

E § 

§•5 

o*5 

0 cr 
o 

*> co 






cr— 

m C 

03 o 

■ - CO 

CNI 0 
Z=rc l 



o CO 



t 0 

E o 
o o 
o o 

.2 0 

-D J - 
0 CO 



b.y 

C 0 

o o 

IB 1 “ 

CO o 

*5 E 

o*c 

O O 

0 o 
o 



■" co 

CD O 



o E 
0 E 

o o 
o 

co 0 



’+- o 

•- .9 
&)~0 

.E E 

O 0 

■I E 
o o 

E^= 



Definitions — Foreign Power 

A foreign government or any component 
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Prohibits “reverse targeting”. 



FISA Amendments Act of 2008 

Section 703 




employee of a foreign government. 
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■ At non-SID-approved locations 
Inappropriate storage, labeling, or handling 

Targeting US persons located outside of the US 



Requirements for Data Access 

To gain access to data both the individual user and 




Have SID approval for access to FAA data 
Have an established oversight infrastructure 

Targeting US persons located outside of the US 



UNCLASSIFIED//FOR^FFiCiAL USE GNL'i 



. 













o 

CO 

o 




o 

o 

< s 

«2 <3 

LL « 

' § 

CJ o 



© 

■ ■ ctf 

o « 



w gpr 

E 


c. 




c 


Q 


0 


■ ■ 


E 


0 


0 


o 


CD 


c 


0 


0 


c 


Q. 

E 


0 


o 


c 


O 


o 

■ 


“O 


0 

0 


c 


■ MMMi 


0 




c~ 


0) 


D) 


C 

■ WMMMU 


"0 


0 



■■X 

> -s 

w S 

O E 

CD ^ 

^ O 

© -§ 

8 * *> 

Q_ 0 

g s 

E "o 

O CD 

X ° 
- 1 " O 



2 § 






-o CD 
o CD 



0 


0 


N 




E 


O 


m mmmm 


r 


c 


o 




0 
■ MM 




0 




Q. 


~1— 9 
U- 


E 


o 


o 


LL 


O 



m *= 

o i- 

n. 0 






i*— 

0 o 

1 05 

| = 
O < 



o <c 
■o o 

CD E 
1 1 

TO ““ 

o O 
O D; 

(0 O 
c u. 
o ^ 

0 yj 

Q. U. 
c n co 

rr CO 
_> < 
CD jrJ 

C o 

0 Z) 






: 









USSID SP0018 

Legal Compliance and Minimization 



</) 

CO 

a: E 

i <d 

S 3 . 

S " 

to h 

.2 0 
re co 

O) ^ 

<d 

Q -c 

O ^ 
Q O 



>5 
o w 

= § 
c Q. 

« s 



O (/> 

w .2 

o ' 0 

> ■O 

o c 
o re 



What is “ Collection ”■ 



O 

(B ^ 

- o 
(?) 5 



s £ 

« £ 
O ■ o 

il ® O 

LU I — 

uzB 

co<(/) 

ro o 'E 

D)Z p 
c 3 

h3 5 C 

0 ) ^ O) 

+ 1 



o ^ 

LU 2 
”5 .p 
00 |t 

3 O 
CO i: 



3 o 

■O 3 
0 C= 
0 ) . 

5 

O ■ 

■“ o 
o> w ' 

.£ E 

o 

a> 

o < 

O S 



Targeting Specific Communicants 
SP0018 Section 4 




Targeting by Subject Matter 
USSID SP0018 Section 5 
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Questions ? °^ ice of ° eneral 

Counsel 




NSOC has an attorney on call 24/7! 
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Raw SIGINT is: Results of 
collection BEFORE the information 




Analysts are not permitted ... to roam 
freely in the universe of collected 
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Raw SIGINT access is 
restricted to those within a 




i nere is no single 




Raw SIGINT databases contain 
completely innocent U.S. person 




To protect the privacy rights of 
U.S. citizens, Department of 
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Database Queries 








Protecting U.S. Persons’ rights is 
only half the story. USSIDSP0018, 
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report to the IG 
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) Anyone using NSA SIGINT 




) In addition to having a National 




) Additional authority is required 

to target: 
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